] UBND TINH GIA LAl CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh phiic

Sé: 1648/STTTT-CNTT Gia Lai, ngdy 26 thang 9 nam 2023
V/v canh béo 15 hdng bao mat anh huong

cao va nghiém trong trong cac san pham
Microsoft cong bo thang 9/2023

Kinh gui:
- Uy ban Mat tran T6 qudc Viét Nam tinh;
- Cong an tinh Gia Lai;
- B6 Chi huy Quan su tinh;
- Bo Chi huy Bo d6i bién phong tinh;
- Vin phong Poan dai biéu Quéc hoi va Hoi dong nhan dan tinh;
- Cac s0, ban, nganh thudc tinh;
- Cac hoi, doan thé ctia tinh;
- Uy ban nhan dan cac huyén, thi xa, thanh phé;
- Trung tam CNTT&TT tinh Gia Lai.

_ Ngay 12/9/2023, Microsoft da phat hanh danh sach ban va thang 9 véi 59
16 hdng bao mat trong cac san pham cia minh. Ban phat hanh thang nay dac biét
dang chu y cac 16 hong bao mat c6 mirc anh huéng cao va nghiém trong sau:

-,L(*) hong an toan thong tin CVE-2023-36761 trong Microsoft Word cho
phép do1 tuong tan cong thu thap thong tin vé ma bam NTLM cua nguoi dung.
L6 hong nay hién dang bi khai thac trong thuc te.

- L6 hong an toan thong tin CVE-2023-29332 trong dich vu Microsoft

Azure Kubernetes Service cho phép d6i tuong tan cong khong can xac thyc thuc
hién tan cong leo thang dac quyen.

- L3 hong an toan thong tin CVE-2023-38148 trong Internet Connection
Sharing (ICS) cho phép doi tugng tan cong khong can xac thuc thuc thi ma tir xa
khi ICS duoc kich hoat.

- L6 hdng an toan thong tin CVE-2023-36802 trong Streaming Service
Proxy cho phép doi tugng tan cong thuc hién tan cong leo thang dac quyen. Lo
hong nay hi¢n dang bi khai thac trong thuc te.

- Lo ,héng an toan thong tin CVE-2023-38146 trong Windows Themes
cho phép doi tuong tan cong thuc thi ma tr xa.

- 04 16 hdng an toan thong tin CVE-2023-36792, CVE-2023-36793, CVE-
2023-36794, CVE-2023-36796 trong Visual Studio cho phép doi tuong tan cong
thuc thi ma tir xa.

- 03 16 hong an toan thong tin CVE-2023-36744, CVE-2023-36745,
CVE-2023-36756 trong Microsoft Exchange Server cho phép doi tuong tan
cong thuc thi ma tur Xa.
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Thuc hién khuyén nghi cua Cuc An toan thong tin (B6 Thong tin va
Truyen thong) tai Cong vin so 1664/CATTT-NCSC ngay 21/9/2023 vé viéc 15
hong an toan thong tin anh huong cao va nghiém trong trong cac san pham
Microsoft cong bd thang 9/2023; Sé Thong tin va Truyén thong tinh Gia Lai dé
nghi cac don vi, dia phuong kiém tra, ra soat, khac phuc kip thoi 15 hdng bao
mat anh huéng mac cao va nghiém trong trong cac san pham Microsoft cong bd
thang 9/2023, cu thé nhu sau:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha
nang bi anh huong bai 16 hong bao mat trén dé co phuong an xir 1y, khac phuc.
Thuc hién cap nhat ban va kip thoi cho cac 16 hdng bao mat dé tranh nguy co bi
tin cong (Huong dan chi tiét tai Phy luc dinh kem).

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chire nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

S0 Thong tin va Truyén thong dé nghi cac don vi, dia phuong phdi hop,
trien khai thuc hién./.
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Phu luc:

THONG TIN VE LO HONG BAO MAT ANH HUONG MUC CAO
VA NGHIEM TRQNG TRONG CAC SAN PHAM MICROSOFT
CONG BO THANG 9/2023 VA HUONG DAN XU'LY,
KHAC PHUC LO HONG BAO MAT

(Kém theo Cong vin so: 1648/STTTT-CNTT ngay 26 thang 9 nam 2023
cua So Thong tin va Truyén thong tinh Gia Lai)

1. Thong tin cac 16 hong bao mat:

> CVE Mo ti Link tham khao
- biém: CVSS: 6.2 (Cao)
- Mo ta: L& hong trong Microsoft
Word cho phep doi tuong tan https://msrc.microsoft.c
cong thu thép thong tin vé ma om /u.p date-. '
1 | CVE-2023-36761 | bam NTLM cua nguoi dung. Lo . -
hong nay hién dang bi khai thac guide/vulnerability/CV
; E-2023-36761
trong thuc te.
- Anh huong: Microsoft Word,
Microsoft 365.
- Piém: CVSS: 7.5 (Nghiém
trong)
- M6 ta: L& hong trong dich vu
Microsoft ~ Azure  Kubernetes https://msrc.microsoft.c
Service cho phép doi tuong tan om /u.p date-. '
2 | CVE-2023-29332 | cong khong can xac thuc thuc . -
hien tin cong leo thang dic guide/vulnerability/CV
A E-2023-29332
quyen.
- Anh huong:
Microsoft ~ Azure  Kubernetes
Service.
- Piém: CVSS: 8.8 (Nghiém
trong)
- Mb ta: LS hong trong Internet
Connection Sharing (ICS) cho | https:/msrc.microsoft.c
phép doi tugng tan cong khong can | om/update-
3 | CVE-2023-38148 | 4 “thuc thuc thi ma tir xa khi ICS | guide/vulnerability/CV
duoc kich hoat. E-2023-38148
- Anh hudéng: Windows 10,
Windows 11, Windows Server
2022.
- biém: CVSS: 7.8 (Cao) _ .
- M6 ta: L& hong trong Streaming gmzéggtsg?.mlcrosoft.c
4 | CVE-2023-36802 | Service Proxy cho phép doi tuong

tin 5:6ng ~thl_l’qC hién leo thang dac
quyen. Lo hong nay hién dang bi

guide/vulnerability/CV
E-2023-36802
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khai thac trong thuc té.
- Anh hudong: Windows 11.

CVE-2023-38146

- biém: CVSS: 8.8 (Cao)

- M6 ta: L3 hong trong Windows
Themes cho phép dbi twong tan
cong thuc thi ma tur Xa.

- Anh huwéng: Windows 10,
Windows 11, Windows Server
2019, 2022.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-38146

CVE-2023-36792
CVE-2023-36793
CVE-2023-36794
CVE-2023-36796

- Piém: CVSS: 7.8 (Nghiém
trong)

- Mo ta: L3 hong trong Visual
Studio cho phép d6i tuong tan
cong thuc thi ma tir Xa.

- Anh hudng: Microsoft .NET
Framework.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36792
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36793
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36794
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36796

CVE-2023-36744
CVE-2023-36745
CVE-2023-36756

- biém: CVSS: 8.0 (Cao)

- M6 ta: L& héng trong Microsoft
Exchange Server cho phép dbi
tugng tin cong thuc thi ma tir Xa.

- Anh huong: Microsoft Exchange
Server.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36744
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36745
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-36756

2. Hwéng din khic phuc:

Thuc hién cap nhat ban va cho cac 16 héng bdo mat noi trén theo hudng dan

3. Tai liéu tham khao:

— https://msrc.microsoft.com/update-guide/
— https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-
security-update-review

cua hang Microsoft. Cac don vi tham khao cac ban cap nhat phu hop cho céc san
pham dang str dung tai link nguon tham khao tai muc 1 cua Phu luc.




		CỤC CHỨNG THỰC SỐ VÀ BẢO MẬT THÔNG TIN - ĐT: 0243.7738668; Fax: 0243.7738668; Email: ca@bcy.gov.vn
	2023-09-26T14:24:52+0700
	Tỉnh Gia Lai
	Đặng Quang Khanh<khanhdq.stttt@gialai.gov.vn> đã ký lên văn bản này!


		CỤC CHỨNG THỰC SỐ VÀ BẢO MẬT THÔNG TIN - ĐT: 0243.7738668; Fax: 0243.7738668; Email: ca@bcy.gov.vn
	2023-09-26T14:25:18+0700
	ỦY BAN NHÂN DÂN TỈNH GIA LAI
	SỞ THÔNG TIN VÀ TRUYỀN THÔNG<stttt@gialai.gov.vn> đã ký lên văn bản này!




